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MEMORANDUM FOR: Director of Central Intelligence 

THROUGH: Deputy Director of Central Intelligence 

Executive Director 

Director, Intelligence Community Staff 
Deputy Director for Science and Technology 


FROM: I I 

Director, Foreign Broadcast Information Service 


SUBJECT: FBIS Use of Commercial Databases 

REFERENCE: Memo for DCI from D/NSA, dtd 4 Jun 85, Subject: 

Commercial Database Use 


25X1 


25X1 


1. FBIS has been actively exploring exploitation of online 
commercial databases (particularly scientific and technical ones) for 
the past year. In September 1984 FBIS began a pilot project aimed at 
assessing the open-source intelligence potential of foreign commercial 
databases. This project was specifically related to the establishment of 
a Science and Technology Center in FBIS in FY 1986. FBIS considers overt 
exploitation of information from foreign- language commercial databases to 
fall within the FBIS charter to collect information from foreign public 
media in support of U.S. Government intelligence requirements, since most 
material in foreign databases comes from published information. 

2. The pilot project used IH4 personal computers to sample the 
contents of some 50 online databases contained in the French Telesystemes- 
QUESTEL network and identified information in scientific, technical, and 
economic fields that would meet the requirements of FBIS's traditional 
consumers of open-source information. The project proved that foreign 
language databases can provide new bibliographic and documentary 
information not normally available through regular means of acquisition. 
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MEMORANDUM FOR TflS DIRECTOR, CENTRAL INTELLIGENCE 
SUBJ’EiCTr Ccmcaerclal Database Use - ACTION MSMORANDltM 


1» Open-sporce ioformatlon available through online 
ccanmercial databases is assuiaing increasing importance to 
many elements of the Intelligence Ccasniunity for purposes 
raisging from needs for basic tech^iogy tnforniation, support 
to ayste^ acquisition, as well as iopqrtant collateral for 
intelligence product ion . The savings in time and nsanpower 
these services could provide have long been recognised. 

Almost- all coawaerciai databases can now be accessed via 
personal computers, putting up— to-the— aainute Inforiaati-CHa 
at the fingertips of analysts, technical ^rsonnel and 
executives. ia attempting to use this open-s^rce 

infonaation by integrating coaajercial database-derived 
inforiaation into a variety of internal support programs. 

2* Major ispediasents to fully using domestic and 
foreign coaaaercial databases include security, cost, and 
the appropriate technology to assliailate the data* Other 
agencies and departa^ts, especially those within the 
lotellig^sce COBcaunity, share both the need cor the infor- 
aation these seryices offer, and the problems associated 
with their use.' Innovative af^roacbcs and effective inter- 
agency cooperati<» are essential to full and efficient use 
of these research tools* 

3, Secorlty is a aajor concern in the use of these data- 
bases; i*e., bow to obscure both the agency of interest and 
the specific purpose to which the information may be put. 

NSA ' a Infonaation Resources Manageaent Organization has begun 
investigating alternatives for rapid secure access to ccsimercial 
databases including data downloading, transtaiseion through a 
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Serial: N1109 


secijre gateway ccteputer or physical data transfers; atnd the 
q<a^uter s^urity prcA>l^s ;that ajih^ri^t - in 't-hv*- 

studios Hava . incifu^Sti. di.scpssi'ons^wi'th repreaervtatives 
bf other ag^c las department's who agree that the technology 
^ci security problems are generic to most potential users. It 
is proposed, therefore, that the Intelligence Community work 
together under the purview of the Intelligence ilandling 
Ccaaaiittee to develop and implement an approach to exploiting 
commercial databases securely. I would be willing for NSA 
to take the lead in this effort. 


(Ayk 

B. ODOi 

Lieutenant General, USA 
' Director 
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